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 1 Case No. 3:23-cv-00201-WHO 

DECLARATION OF DR. BEN YANBIN ZHAO 
 

I, Ben Yanbin Zhao, declare as follows: 

1. I am the Neubauer Professor of Computer Science at the University of Chicago, a 

Fellow of the Association for Computing Machinery, and co-director of the UChicago Security, 

Algorithms, Networks, and Data (SAND) Lab. I teach and mentor undergraduate and PhD 

students in numerous courses related to artificial intelligence. Over the years, I have led numerous 

projects related to artificial intelligence, including projects funded by the National Science 

Foundation, Department of Defense, and industry research groups. Prior to starting my faculty 

career 21 years ago, I received my PhD from UC Berkeley, and my Bachelor of Science from Yale 

University. 

2. My research lies at the intersection of machine learning and security, with 

additional topics covering data-driven systems and human computer interaction. My work is 

published regularly at the most selective publication venues in computer security and machine 

learning and has received numerous best paper awards, distinguished paper awards, most-

influential paper awards and the USENIX Internet Defense Prize. My early work created the 

research area now known as distributed hash tables, and those systems are now used in large cloud 

computing systems today. More recently, I have spent extensive time researching machine 

learning and deep learning. My more recent projects have involved research related to the use of 

content by generative AI models. For my body of work, I have been honored as a Fellow of the 

Association for Computing Machinery (ACM), a TED/AI speaker, MIT Technology Review 

Young Innovator, and chosen by TIME Magazine as one of the AI/100, the 100 most influential 

people in AI. My 190 refereed publications have garnered roughly 38,000 citations. A detailed 

curriculum vitae showing my qualifications, experience, publications, awards and patents, as well 

as a list of cases in which I have testified at trial, or by deposition within the last five years is 

attached to this report as Exhibit A. 

3. I am currently engaged with plaintiffs in a separate but similar case, Bartz et al v. 

Anthropic PBC, No. 3:24-cv-05417-WHA (N.D. Cal.). Plaintiffs in that case allege that Defendant 

Anthropic illegally acquired and illegally trained its large language models (“LLMs”) using 

plaintiffs’ copyrighted books. I also understand that based on public reporting and Anthropic’s 
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 2 Case No. 3:23-cv-00201-WHO 

DECLARATION OF DR. BEN YANBIN ZHAO 
 

public statements that Anthropic is developing visual and image models like those at issue in this 

case. I understand that plaintiffs there disclosed me under a similar protective order seeking to 

provide me access to Anthropic’s highly confidential information. I understand Anthropic did not 

raise or did not stand on its objection. I recently submitted a Declaration in Support of Plaintiffs’ 

Opposition to Anthropic’s Motion for Summary Judgment in that case, and have previously 

submitted an Expert Declaration in Support of Plaintiffs’ Motion for Class Certification. See 

Declaration of Ben Y. Zhao, Bartz et al v. Anthropic PBC, No. 3:24-cv-05417-WHA (N.D. Cal. 

Apr. 25, 2025), ECF No. 155; Expert Declaration of Ben Y. Zhao, Bartz et al v. Anthropic PBC, 

No. 3:24-cv-05417-WHA (N.D. Cal. Mar. 27, 2025), ECF No. 125. 

4. I understand that I have also been disclosed in a separate but similar case, Authors 

Guild v. OpenAI et al., 23-cv-8292 (consol.) (S.D.N.Y.), and Alter v. OpenAI et al., 23-cv-10211 

(S.D.N.Y.). Plaintiffs in that case allege that Defendants OpenAI and Microsoft illegally acquired 

and illegally acquired and illegally trained its LLMs using plaintiffs’ copyrighted books. I also 

understand from OpenAI and Microsoft’s public statements that both entities are developing or 

have developed image-diffusion models similar to those at issue in this case. I understand that 

plaintiffs there disclosed me under a similar protective order seeking to provide me access to 

OpenAI and Microsoft’s highly confidential information, including training data and source code. 

I understand OpenAI and Microsoft either did not raise or did not stand on their objections. 

5. I understand that Plaintiffs here have disclosed me under Paragraph 7(a)(2) of the 

Protective Order. I have also signed the undertaking appended as Exhibit A to the Protective Order 

committing myself to abide by its terms. I further understand Plaintiffs wish to employ my 

expertise to examine Defendants’ technical documentation, including source code and training 

data. I have been informed that each of the Defendants object to my receiving their confidential 

information on the basis that my work on two noncommercial academic research projects, Glaze 

and Nightshade, are competitors to Defendants’ image models. 

6. The Glaze Project (including Glaze and Nightsahde) is a research effort that 

develops technical tools with the explicit goal of protecting human creatives against invasive uses 
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 3 Case No. 3:23-cv-00201-WHO 

DECLARATION OF DR. BEN YANBIN ZHAO 
 

of generative artificial intelligence or GenAI. It performs research studies and develops tools that 

artists can use to disrupt unauthorized AI training on their work product.  

7. Glaze and Nightshade are nonprofit noncommercial endeavors. The Glaze Project 

is not motivated by profit or any political agenda—all of its tools are free to use for artists, and its 

only goal is to explore how ethical security techniques can be utilized to develop practical 

solutions and (hopefully) help real users. All expenses for research and advocacy are covered by 

research grants and donations. I and members of my team have no intention of commercializing 

any part of the Glaze Project including Glaze and Nightshade. 

8. Neither Glaze nor Nightshade are artificial intelligence models, and neither are 

image diffusion models like the challenged models trained and developed by Defendants in this 

case. Glaze and Nightshade operate on images rather than on models. Neither Glaze nor 

Nightshade are intended to disrupt the pretraining process, but rather, further finetuning of models.  

9. Neither I nor any member of my team are updating Glaze or Nightshade’s 

functionality. As an academic endeavor, the only updates I and others on my team intend to make 

to Glaze and Nightshade is to respond to adversarial attacks conducted by other researchers. 

Indeed, since Glaze and Nightshade’s release, at least four academic papers attempting to disrupt 

Glaze and Nightshade have been published. 

10. Glaze is a system designed to protect human artists by disrupting style mimicry. At 

a high level, Glaze works by computing a set of minimal changes to artworks, such that it appears 

unchanged to human eyes, but appears to AI models like a dramatically different art style. For 

example, human eyes might find a glazed charcoal portrait with a realism style to be unchanged, 

but an AI model might see the glazed version as a modern abstract style, a la Jackson Pollock. So, 

when someone then prompts the model to generate art mimicking the charcoal artist, they will get 

something quite different from what they expected. 

11. Nightshade works similarly as Glaze, but instead of a defense against style 

mimicry, it is designed as an offense tool to distort feature representations inside generative AI 

image models. Like Glaze, Nightshade is computed as a multi-objective optimization that 

minimizes visible changes to the original image. While human eyes see a shaded image that is 
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largely unchanged from the original, the AI model sees a dramatically different composition in the 

image. For example, human eyes might see a shaded image of a cow in a green field largely 

unchanged, but an AI model might see a large leather purse lying in the grass. Trained on a 

sufficient number of shaded images that include a cow, a model will become increasingly 

convinced cows have nice brown leathery handles and smooth side pockets with a zipper, and 

perhaps a lovely brand logo. 

12. Access to Defendants’ training data information would not benefit my development 

of Glaze or Nightshade. I understand Defendants have raised speculative concerns that access to 

their training data may permit to determine Glaze and Nightshade’s effectiveness. These concerns, 

however, are not grounded in practical reality.  

13. Even if Defendants developed countermeasures against the Glaze Project, I would 

be unable to detect such countermeasures through examination of source code or training data.  

14. As an initial matter, what Defendants hypothetically posit would require massive 

technological and financial resources I nor my team possess. It would require individual analysis 

of each image in Defendants’ training corpora, which may amount to hundreds of millions of 

images. Assuming this was something I wanted to do (and I have no intention to do so), I do not 

have access to the massive computing power necessary to engage in such an endeavor. Further, at 

this point in time, I am unaware of a methodology that can detect an image with Glaze or 

Nightshade applied in a reliable fashion. 

15. To the extent Defendants’ objections are rooted in a hypothetical risk that I may be 

able to determine whether certain sources known to host Glaze and Nightshade images, I generally 

have no knowledge who has used either Glaze nor Nightshade. I would further have no ability to 

determine from what source, or when, an affected image may have entered Defendants’ data 

pipeline. The Glaze Project does not track potential users, and even if we did, due to the volume of 

data, it is practically and financially unfeasible to determine the provenance of any particular 

image. Further, as I mentioned before, the Glaze Project is an academic project, the goal of which 

is not to destroy Defendants’ image models but to provide potential methods for creators to protect 

Case 3:23-cv-00201-WHO     Document 300-1     Filed 05/23/25     Page 5 of 24



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

5 Case No. 3:23-cv-00201-WHO 
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their own works from being used as training data without credit, compensation or consent. 

Defendants’ objections, based on my expertise, is simply technically not possible. 

16. With respect to source code, many of Defendants’ models are already available on

the public internet because they are open source. Further, given my expertise, I am already very 

familiar with the general technical fundamentals of image-diffusion models such as Defendants’. 

17. It is also important to note the development of Glaze and Nightshade is, for all

intents and purposes, complete. The only work I still do on Glaze and Nightshade is to respond to 

other adversarial academic attacks. I have no intention of developing further functionalities for 

Glaze and Nightshade. 

18. To the extent Defendants are concerned that I might discover they have developed

methods to circumvent Glaze or Nightshade protections, I agree to accept restrictions on my 

access to any documents discussing attempts—whether successful or unsuccessful—to bypass 

these protective technologies. I understand Plaintiffs’ Counsel to have relayed this compromise 

and Defendants’ refused.  

19. My viewing, inspection, and analysis of Defendants’ source code and training data

would have no impact on my research because I do not track who uses the Glaze Project tools nor 

are there systematic means to target users of these tools based on data provenance information. 

I declare under penalty of perjury that the foregoing is true and correct. 

Executed on this _22_ day of May, 2025, at Chicago, Illinois. 

Dr. Ben Yanbin Zhao 
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HONORS AND AWARDS 

• Publications with ~38,000 academic citations, H-Index = 80 (Google Scholar) 
• Distinguished Paper Award, ACM CCS 2024 (Generative AI Image detection) 
• TIME AI/100, TIME Magazine 100 Most Influential People in AI (2024) 
• Community Impact Award, Concept Art Association, (Glaze/Nightshade, 2024) 
• MIT Technology Review Innovator of the Year, PhD Advisee Shawn Shan (2024)  
• MIT Technology Review TR35 Young Innovator Award, PhD Advisee Shawn Shan (2024) 
• Forbes 30 Under 30 (2024) for 3 advisees (Shawn Shan, Jenna Cryan, Emily Wenger) 
• Chicago Innovation Award (2023), for Glaze 
• TIME Magazine Best Inventions (2023) - Special Mention, Glaze 
• USENIX Internet Defense Prize (2023), Glaze 
• Distinguished Paper Award, USENIX Security Symposium 2023 (Glaze) 
• ACM Fellow, 2021 
• Best Paper Honorable Mention Award, CHI 2020 (Wearable Microphone Jammer) 
• Best Paper Honorable Mention Award, CHI 2020 (Detecting Gender Stereotypes) 
• Most Influential Paper Award, ASPLOS 2018, (OceanStore paper ASPLOS 2000) 
• IEEE Internet Technical Committee, Early Career Award, 2014 

Ben Y. Zhao 
Neubauer Professor of Computer Science 
University of Chicago

ravenben at cs dot uchicago dot edu 
JCL 361, University of Chicago 

https://people.cs.uchicago.edu/~ravenben 

EDUCATION

University of California at Berkeley 
Ph.D. in Computer Science: advisors John Kubiatowicz and Anthony Joseph 
M.S. in Computer Science: advisor Anthony Joseph 

Berkeley, CA 
August, 2004 

December, 2000 

Yale University 
B.S. in Computer Science 
Graduated Cum Laude and Distinction in the Major

New Haven, CT 
May, 1997

RESEARCH INTERESTS
Machine Learning Human Computer Interaction Security and Privacy Internet Measurements
Distributed Systems Mobile and Wireless Networks Online Social Networks

APPOINTMENTS

University of Chicago 
Neubauer Professor of Computer Science

Chicago, IL 
July 2017 — Present

University of California at Santa Barbara 
Professor of Computer Science 
Associate Professor of Computer Science 
Assistant Professor of Computer Science 
 

Santa Barbara, CA 
July 2014 — June 2017  
July 2010 — June 2014 
July 2004 — June 2010

Microsoft Research, Cambridge UK 
Visiting Researcher

Cambridge, UK 
July 2007 — August 2007

University of California at Berkeley 
Graduate Student Researcher

Berkeley, CA 
August 1997 — June 2004

Principal architect of the Tapestry structured peer-to-peer network and  
founding member of the OceanStore project on highly persistent global-scale storage.  

1
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• Best Practical Paper Award, ACM SIGMETRICS 2013 
• Google Faculty Award, 2011 
• UCSB Regent Faculty Fellowship, 2009 
• ComputerWorld Magazine Top IT Innovators under 40, 2007 
• MIT Technology Review TR-35 (Top 35 Technological Innovators under Age 35), 2006 
• NSF Young Faculty Investigator (CAREER) Award, 2005 
• Best Student Paper Award, USENIX Conference on File and Storage Technologies (FAST), 2003 
• Best Paper Award, ACM MSWiM, 2001 
• Best Paper Award, IEEE Computer Networks, 2001 
• U. C. Regents Fellowship, 1998 
• Cum Laude, Distinction in Major and Tau Beta Pi, Yale University, 1997 

PROFESSIONAL AFFILIATIONS 

Member, Fellow (2021), Association for Computing Machinery (ACM) 
	 Member, ACM SIGOPS, ACM SIGCOMM, ACM SIGSAC 
Member of USENIX 
Member of IEEE 

PROFESSIONAL ACTIVITIES 

Conference Organization 

• Steering Committee, IEEE Conference on Secure and Trustworthy Machine Learning (SaTML), 
2023-2025 

• Steering Committee, ACM Workshop on Hot Topics in Networks (HotNets), 2021-2023 
• Program Track Chair: Machine Learning Security, ACM Conference on Computer and 

Communications Security (CCS), 2025 
• General (Co-)Chair, ACM Workshop on Hot Topics in Networks (HotNets), 2020 
• Program (Co-)Chair, ACM SIGCOMM Internet Measurement Conference (IMC), 2018 
• Program (Co-)Chair, International World Wide Web Conference (WWW), 2016 
• Steering Committee: International Symposium on Complex Networks (COMPLEX) 
• Co-founder, Steering Committee: ACM Conference on Online Social Networks (COSN) 
• Program Track Chair: Social Networks and Graph Analysis, International World Wide Web 

Conference (WWW), 2013 
• Program Co-Chair, SIGCOMM Workshop on Online Social Networks (WOSN), 2012 
• Program Co-Chair, IEEE Conference on Peer-to-Peer Computing (P2P), 2010 
• Global Chair, European Conference on Parallel Processing (Euro-Par) Topic 7, 2009 
• Steering Committee, International Workshop on Peer-To-Peer Systems (IPTPS), 2007 - 2010 
• Program Co-Chair, International Workshop on Peer-To-Peer Systems (IPTPS), 2006 

Selected Technical Program Committees 

• ACM Conference on Computer and Communications Security (CCS), 2021 – 2025 
• IEEE Symposium on Security and Privacy (Oakland), 2015, 2016, 2021, 2022, 2025, 2026 
• NeurIPS Area Chair, 2023, 2024, 2025 
• ACM SIGCOMM, 2019 (Heavy), 2020 (Extended), 2023 

2
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• ACM/USENIX Symposium on Networked Systems, Design and Implementation (NSDI),  
2014, 2020 (Heavy), 2022, 2023 

• ACM SIGCOMM Internet Measurement Conference (IMC), 2012, 2013, 2015, 2016, 2018-2020, 
2022, 2023 

• ACM SIGOPS Workshop on Hot Topics in Systems (HotOS), 2021 
• ACM International Conference on Web Search and Data Mining (WSDM), 2013, 2017-2018, 

(Senior TPC) 2019-2020 
• AAAI Conference on Weblogs and Social Media (ICWSM), 2015-2019 (Senior PC), 2014 
• Privacy Enhancing Technologies Symposium (PETS), 2019 
• The International World Wide Web Conference (WWW), 2012 – 2019 
• ACM CoNEXT, 2011, 2016, 2018 
• ACM 9th Workshop on Hot Topics in Networks (HotNets), 2010, 2018 
• European Symposium on Research in Computer Security (ESORICS), 2016, 2017 
• ACM/IFIP/USENIX International Middleware Conference (Middleware), 2010, 2011, 2017 
• USENIX Workshop on Hot Topics in Cloud Computing (HotCloud), 2013, 2016 
• Passive and Active Measurements Conference (PAM), 2016 
• ACM Symposium on Cloud Computing (SOCC), 2015 
• ACM Web Science Conference (WebSci), 2014 
• ACM Conference on Online Social Networks (COSN), 2013, 2014, 2015 
• IEEE Annual Conference on Computer Communications (INFOCOM), 2008, 2009, 2010, 2013 
• ACM SIGCOMM International Workshop on Online Social Networks (WOSN), 2010, 2012 
• IEEE Conference on Peer-to-Peer Computing (P2P), 2009, 2010, 2012 
• IEEE Int’l Conference on Distributed Computing Systems (ICDCS), 2005-07, 2009, 2010, 2013 
• International Workshop on Peer-to-Peer Systems (IPTPS), 2005, 2006 

Journals 

• Associate Editor, ACM Transactions on the Web, 2017 — 2019.  
• Guest Editor, Journal of Advances in Multimedia, Special Issue: “Towards Next-Generation Peer-to-

Peer Services,” Hindawi, 2007. 
• Guest Editor, Concurrency and Computation: Practice and Experience, Special Issue: “Recent 

Advances in Peer-to-Peer Systems and Security,” Wiley, 2007. 

Other Appointments 
• National Science Foundation (NSF) Invited Proposal Funding Panelist 

• CNS Panel: CISE Core, 2005-08, 2011-15 
• CNS Panel: CISE Cross-cutting, 2005, 2009-11, 2013, 2014, 2017-2022, 2025 
• CNS Panel: CAREER, 2006, 2007, 2012, 2019-2022, 2024-2025 

• Judge for MIT Technology Review Young Innovators (TR-35): 2008, 2010-11, 2013-2025 

REFEREED PUBLICATIONS 
 
______ denotes equal contribution, co-first authors 

1. “On the Feasibility of Poisoning Text-to-Image AI Models via Adversarial Mislabeling.” Stanley Wu, 
Ronik Bhaskar, Anna Yoo-Jeong Ha, Shawn Shan, Haitao Zheng, Ben Y. Zhao. Proceedings of ACM 
Conference on Computer and Communications Security (CCS), Taipei, Taiwan, October 2025. 
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2. “Somesite I Used to Crawl: Awareness, Agency and Efficacy in Protecting Content Creators from AI 
Crawlers.” Enze Liu, Elisa Luo, Shawn Shan, Geoffrey M. Voelker, Ben Y. Zhao, and Stefan Savage. 
Proceedings of ACM Internet Measurement Conference (IMC), Madison, WI, October 2025. 

3. “Understanding Implosion in Text-to-Image Generative Models.” Wenxin Ding, Cathy Yuanchen Li, 
Shawn Shan, Ben Y. Zhao, and Haitao Zheng. Proceedings of ACM Conference on Computer and 
Communications Security (CCS), Salt Lake City, UT, October 2024. 

4. “Organic or Diffused: Can We Distinguish Human Art from AI-generated Images?” Anna Yoo Jeong 
Ha, Josephine Passananti, Ronik Bhaskar, Shawn Shan, Reid Southen, Haitao Zheng, and Ben Y. Zhao. 
Proceedings of ACM Conference on Computer and Communications Security (CCS), Salt Lake City, 
UT, October 2024. 
Distinguished Paper Award. 

5. “Nightshade: Prompt-Specific Poisoning Attacks on Text-to-Image Generative Models.” Shawn Shan, 
Wenxin Ding, Josephine Passananti, Stanley Wu, Haitao Zheng, Ben Y. Zhao. Proceedings of the 45th 
IEEE Symposium on Security and Privacy (IEEE S&P), San Francisco, CA , May 2024. 

6. “Towards Scalable and Robust Model Versioning.” Wenxin Ding, Arjun Nitin Bhagoji, Ben Y. Zhao, 
Haitao Zheng. Proceedings of IEEE Conference on Secure and Trustworthy Machine Learning 
(SaTML), Toronto Canada, April 2024. 

7. “Can Virtual Reality Protect Users from Keystroke Inference Attacks?” Zhuolin Yang, Zain Sarwar, 
Iris Hwang, Ronik Bhaskar, Ben Y. Zhao, Haitao Zheng. Proceedings of USENIX Security Symposium 
(USENIX Security), Philadelphia, PA, August 2024. 

8. “Data Isotopes for Data Provenance in DNNs.” Emily Wenger, Xiuyu Li, Ben Y. Zhao, and Vitaly 
Shmatikov. Proceedings of Privacy Enhancing Technologies Symposium (PETS), Bristol UK, July 
2024. 

9. “Characterizing the Optimal 0−1 Loss for Multi-class Classification with a Test-time Attacker.” Sihui 
Dai, Wenxin Ding, Arjun Nitin Bhagoji, Daniel Cullina, Haitao Zheng, Ben Y. Zhao, Prateek Mittal. 
Proceedings of 37th Conference on Neural Information Processing Systems (NeurIPS), New Orleans, 
December 2023. Spotlight Paper. 

10. “Glaze: Protecting artists from style mimicry by text-to-image models.” Shawn Shan, Jenna Cryan, 
Emily Wenger, Haitao Zheng, Rana Hanocka, Ben Y. Zhao. Proceedings of  USENIX Security 
Symposium (USENIX Security), Anaheim CA, August 2023.   
Distinguished Paper Award.   
Winner: USENIX Internet Defense Prize (2023). 

11. “Towards a General Video-based Keystroke Inference Attack.” Zhuolin Yang,, Yuxin Chen, Zain 
Sarwar, Hadleigh Schwartz, Ben Y. Zhao, Haitao Zheng. Proceedings of USENIX Security Symposium 
(USENIX Security), Anaheim CA, August 2023. 

12. “‘My face, my rules’: Enabling Personalized Protection against Unacceptable Face Editing.” Zhujun 
Xiao, Jenna Cryan, Yuanshun Yao, Yi Hong Gordon Cheo, Yuanchao Shu, Stefan Saroiu, Ben Y. Zhao, 
Haitao Zheng. Proceedings of Privacy Enhancing Technologies Symposium (PETS), Lausanne, 
Switzerland, July 2023 

13. “SoK: Anti-Facial Recognition Technology.” Emily Wenger, Shawn Shan, Haitao Zheng, and Ben Y. 
Zhao. Proceedings of 44th IEEE Symposium on Security and Privacy (Oakland), San Francisco CA, 
May 2023. 

14. “Finding Naturally Occurring Physical Backdoors in Image Datasets.” Emily Wenger, Roma 
Bhattacharjee, Arjun Bhagoji, Josephine Passananti, Emilio Andere, Haitao Zheng, Ben Y. Zhao.  
Proceedings of the 36th Conference on Neural Information Processing Systems (NeurIPS), New 

4
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Orleans LA, December 2022. 

15. “Understanding Robust Learning through the Lens of Representation Similarities.” Christian 
Cianfarani, Arjun Nitin Bhagoji, Vikash Sehwag, Ben Y. Zhao, Prateek Mittal, and Haitao Zheng. 
Proceedings of the 36th Conference on Neural Information Processing Systems (NeurIPS), New 
Orleans LA, December 2022. 

16. “Post-breach Recovery: Protection against White-box Adversarial Examples for Leaked DNN 
Models.” Shawn Shan, Wenxin Ding, Emily Wenger, Haitao Zheng, and Ben Y. Zhao. Proceedings of 
29th ACM Conference on Computer and Communications Security (CCS), Los Angeles, CA, November 
2022.  

17. “Poison Forensics: Traceback of Targeted Data Poisoning Attacks in Neural Networks.” Shawn Shan, 
Arjun Nitin Bhagoji, Haitao Zheng, and Ben Y. Zhao. Proceedings of USENIX Security Symposium 
(USENIX Security), Boston, MA, August 2022.  

18. “Blacklight: Scalable Defense for Neural Networks against Query-Based Black-Box Attacks.” Huiying 
Li, Shawn Shan, Emily Wenger, Jiayun Zhang, Haitao Zheng, and Ben Y. Zhao. Proceedings of 
USENIX Security Symposium (USENIX Security), Boston, MA, August 2022.  

19. “‘Hello, It's Me’: Deep Learning-based Speech Synthesis Attacks in the Real World.” Emily Wenger, 
Max Bronckers, Christian Cianfarani, Jenna Cryan, Angela Sha, Haitao Zheng, and Ben Y. Zhao. 
Proceedings of ACM Conference on Computer and Communications Security (CCS), Seoul, South 
Korea, November 2021. 

20. “Patch-based Defenses against Web Fingerprinting Attacks.” Shawn Shan, Arjun Nitin Bhagoji, Haitao 
Zheng, and Ben Y. Zhao. Proceedings of 14th ACM Workshop on Artificial Intelligence and Security 
(AISec), Seoul, South Korea, November 2021. 

21. “Towards Performance Clarity of Edge Video Analytics.” Zhujun Xiao, Zhengxu Xia, Heather Zheng, 
Ben Y. Zhao, Junchen Jiang. Proceedings of ACM/IEEE Symposium on Edge Computing (SEC), San 
Jose, December 2021. 

22. “Backdoor Attacks Against Deep Learning Systems in the Physical World.” Emily Wenger, Josephine 
Passanati, Arjun Nitin Bhagoji, Yuanshun Yao, Haitao  Zheng, Ben Y. Zhao. Proceedings of IEEE 
Computer Vision and Pattern Recognition (CVPR), June 2021. 

23. “User Authentication via Electrical Muscle Stimulation.” Yuxin Chen, Zhuolin Yang, Ruben Abbou, 
Pedro Lopes, Ben Y. Zhao, Haitao Zheng. Proceedings of ACM CHI Conference on Human Factors in 
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